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Citrix 1Y0-440 online practice testing questions and answers (q1-q13)



QUESTION 1
Scenario: A Citrix Architect needs to assess an existing NetScaler gateway deployment. During the assessment, the
architect collects key requirements for different user groups, as well as the current session profile settings that are
applied to those users.
Click the Exhibit button to view the information collected by the architect.



Which configuration should the architect make to meet these requirements?
A. Change the Clientless Access settings in an existing session profile.
B. Change the remote Access settings in StoreFront.
C. Change ICA proxy settings in an existing session profile.
D. Change the policy expression in an existing session policy.
E. Create a new session profile and policy.
Correct Answer: D

QUESTION 2
Scenario: A Citrix Architect needs to deploy three VPX instances on NetScaler SDX 11500 device to meet the following
design requirements:
1.
Three (3) VPX instances must be provisioned on the SDX device.
2.
Instance 1 must be utilized for deploying NetScaler Gateway virtual server.
3.
Instance 2 must be utilized for deploying load balancing virtual servers for XML, Director, StoreFront, and Active
Directory servers.
4.
Separate IP address must be utilized for the communication with XenApp environment and LDAP communication.
5.
Instance 3 must be used for deploying the test environment.
6.
In the test environment, NetScaler Gateway virtual server, load balancing virtual servers for XML, Director, StoreFront
and Active Directory servers must be configured.
How many IP addresses will be required to meet these design requirements?
A. 14
B. 20
C. 16
D. 18
Correct Answer: D

QUESTION 3
Which two NetScaler cookies indicate the validity of the Authentication, Authorization and Accounting (AAA) session for
users? (Choose two.)
A. NSC_WT
B. NSC_TMAS
C. NSC_AAAC
D. NSC_TMAA
Correct Answer: BD
Reference: https://support.citrix.com/article/CTX202900

QUESTION 4
Scenario: Based on a discussion between a Citrix Architect and team of Workspacelab has been created across three
(3) sites.
They captured the following requirements during the design discussion held for NetScaler design projects:
1.
All three (3) Workspacelab sites (DC, NDR, and DR) will have similar NetScaler configuration and design.
2.
Both external and internal NetScaler MPX appliances will have Global Server Load balancing (GSLB) configured and
deployed in Active/Passive mode.
3.
GSLB should resolve both A and AAA DNS queries.
4.
In the GSLB deployment, the NDR site will act as backup for the DC site. whereas the DR site will act as backup for the
NDR site.
5.
When the external NetScaler replies to DNS traffic coming in through Cisco Firepower IPS, the replies should be sent
back through the same path.
6.
On the internal NetScaler, both front-end VIP and back-end SNIP will be part of the same subnet.
7.
USIP is configured on the DMZ NetScaler appliances.
8.
The external NetScaler will act default gateway for back-end servers.
9.
All three (3) sites (DC, NDR, and DR) will have two (2) links to the Internet from different service providers configured in
Active/Standby mode.
Which design decision must the architect make to meet the design requirements above?
A. Interface 0/1 must be used for DNS traffic.
B. The SNIP of the external NetScaler must be configured as default gateway on the back-end servers.
C. ADNS service must be used with IPv6 address.
D. Policy-Based Route with next hop as CISCO IPS must be configured on the external NetScaler.
Correct Answer: C

QUESTION 5
Scenario: A Citrix Architect has deployed an authentication setup with a ShareFile load-balancing virtual server. The
NetScaler is configured as the Service Provider and Portalguard server is utilized as the SAML Identity Provider. While
performing the functional testing, the architect finds that after the users enter their credentials on the logon page
provided by Portalguard, they get redirected back to the Netscaler Gateway page at uri /cgi/samlauth/ and receive the
following
error.
“SAML Assertion verification failed; Please contact your administrator.”
The events in the /var/log/ns.log at the time of this issue are as follows:
Feb 23 20:35:21 10.148.138.5 23/02/2018:20:35:21 GMT vorsb1 0-PPE-0 : default AAATM Message 3225369 0 :
“SAML : ParseAssertion:
parsed attribute NameID, value is nameid”
Feb 23 20:35:21 10.148.138.5 23/02/2018:20:35:21 GMT vorsb1 0-PPE-0 : default AAATM Message 3225370 0 :
“SAML verify digest:
algorithms differ, expected SHA1 found SHA256″
Feb 23 20:35:44 10.148.138.5 23/02/2018:20:35:44 GMT vorsb1 0-PPE-0 : default AAATM Message 3225373 0 :
“SAML : ParseAssertion:
parsed attribute NameID, value is named
Feb 23 20:35:44 10.148.138.5 23/02/2018:20:35:44 GMT vorsb1 0-PPE-0 : default AAATM Message 3225374 0 :
“SAML verify digest:
algorithms differ, expected SHA1 found SHA256″
Feb 23 20:37:55 10.148.138.5 23/02/2018:20:37:55 GMT vorsb1 0-PPE-0 : default AAATM Message 3225378 0 :
“SAML : ParseAssertion:
parsed attribute NameID, value is nameid”
Feb 23 20:37:55 10.148.138.5 23/02/2018:20:37:55 GMT vorsb1 0-PPE-0 : default AAATM Message 3225379 0 :
“SAML verify digest:
algorithms differ, expected SHA1 found SHA256″
What should the architect change in the SAML action to resolve this issue?
A. Signature Algorithm to SHA 256
B. The Digest Method to SHA 256
C. The Digest Method to SHA 1
D. Signature Algorithm to SHA 1
Correct Answer: D

QUESTION 6
Scenario: A Citrix Architect needs to design a NetScaler deployment in Microsoft Azure. An Active-Passive NetScaler
VPX pair will provide load balancing for three distinct web applications. The architect has identified the following
requirements:
1.
Minimize deployment costs where possible.
2.
Provide dedicated bandwidth for each web application.
3.
Provide a different public IP address for each web application.
For this deployment, the architect should configure each NetScaler VPX machine to have ______ network interface(s)
and configure IP address by using ________. (Choose the correct option to complete the sentence).
A. 4; Port Address Translation
B. 1; Network Address Translation
C. 1; Port Address Translation
D. 2; Network Address Translation
E. 4; Network Address Translation
F. 2; Port Address Translation
Correct Answer: C

QUESTION 7
Scenario: A Citrix Architect needs to assess an existing NetScaler multi-site deployment. The deployment is using
Global Server Load Balancing (GSLB) configured in a parent-child configuration.
Click the Exhibit button to view the diagram of the current GSLB configuration and parent-child relationships, as well as
the status of the sites and the connectivity between them.



Based on the displayed configuration and status, Chil_site1_______ a connection from _______. (Choose the correct
option to complete the sentence.)
A. rejects; SiteP2 and SiteP3; remains a child site of SiteP1
B. rejects; SiteP3; remains a child site of SiteP1
C. accepts; SiteP3; becomes its child site
D. accepts; SiteP2; becomes its child site
E. does NOT receive; SiteP2 and SiteP3; remains a child site of SiteP1
F. rejects; SiteP2; remains a child site of SiteP1
Correct Answer: E

QUESTION 8
Scenario: A Citrix Architect and a team of Workspacelab members have met for a design discussion about the
NetScaler Design Project. They captured the following requirements:
1.
Two pairs of NetScaler MPX appliances will be deployed in the DMZ network and the internal network.
2.
High availability will be accessible between the pair of NetScaler MPX appliances in the DMZ network.
3.
Multi-factor authentication must be configured for the NetScaler Gateway virtual server.
4.
The NetScaler Gateway virtual server is integrated with XenApp/XenDesktop environment.
5.
Load balancing must be deployed for the users from the workspacelab.com and vendorlab.com domains.
6.
The logon page must show the workspacelab logo.
7.
Certificate verification must be performed to identify and extract the username.
8.
The client certificate must have UserPrincipalName as a subject.
9.
All the managed workstations for the workspace users must have a client identifications certificate installed on it.
10.The workspacelab users connecting from a managed workstation with a client certificate on it should be
authenticated using LDAP. 11.The workspacelab users connecting from a workstation without a client certificate should
be
authenticated using LDAP and RADIUS.
12.The vendorlab users should be authenticated using Active Directory Federation Service.
13.The user credentials must NOT be shared between workspacelab and vendorlab.
14.Single Sign-on must be performed between StoreFront and NetScaler Gateway.
15.A domain drop down list must be provided if the user connects to the NetScaler Gateway virtual server externally.
16.The domain of the user connecting externally must be identified using the domain selected from the domain drop
down list.
On performing the deployment, the architect observes that users are always prompted with two-factor authentication
when trying to assess externally from an unmanaged workstation.
Click the Exhibit button to view the configuration.



What should the architect do to correct this configuration?
A. Unbind LoginSchema Policy LDAP_RADIUS from the virtual server.
B. Bind the Portal theme as Domaindropdown.
C. Bind the LoginSchema Policy Domaindropdown to priority 90.
D. Bind the Default LoginSchema Policy as Domaindropdown.
Correct Answer: D

QUESTION 9
Scenario: A Citrix Architect needs to design a new NetScaler Gateway deployment to provide secure RDP access to
backend Windows machines.
Click the Exhibit button to view additional requirements collected by the architect during the design discussions.



To meet the customer requirements, the architect should deploy the RDP proxy through ______ using a________
solution. (Choose the correct option to complete the sentence.)
A. CVPN: single gateway
B. CVPN, stateless gateway
C. ICAProxy: single gateway
D. ICAProxy; stateless gateway
Correct Answer: C

QUESTION 10
Scenario: A Citrix Architect is asked by management at the Workslab organization to review their existing configuration
and make the necessary upgrades. The architect recommends small changes to the pre-existing NetScaler
configuration. Currently, the NetScaler MPX devices are configured in a high availability pair, and the outbound traffic is
load-balanced between two Internet service providers 9ISPs). However, the failover is NOT happening correctly.
The following requirements were discussed during the design requirements phase:
1
The return traffic for a specific flow should be routed through the same path while using Link Load Balancing.
2.
The link should fail over if the ISP router is up and intermediary devices to an ISP router are down.
3.
Traffic going through one ISP router should fail over to the secondary ISP, and the traffic should NOT flow through both
routers simultaneously.
What should the architect configure with Link Load balancing (LLB) to meet this requirement?
A. Net Profile
B. Mac-based forwarding option enabled.
C. Resilient deployment mode
D. Backup route
Correct Answer: D

QUESTION 11
Scenario: A Citrix Architect has configured NetScaler Gateway integration with a XenApp environment to provide access
to users from two domains: vendorlab.com and workslab.com. The Authentication method used is LDAP. Which two
steps are required to achieve Single Sign-on StoreFront using a single store? (Choose two.)
A. Configure Single sign-on domain in Session profile `userPrincipalName\\’.
B. Do NOT configure SSO Name attribute in LDAP Profile.
C. Do NOT configure sign-on domain in Session Profile.
D. Configure SSO Name attribute to `userPrincipalName\\’ in LDAP Profile.
Correct Answer: BD
Reference: https://docs.citrix.com/en-us/storefront/3-12/plan/user-authentication.html

QUESTION 12
Under which two circumstances will service be taken out of the slow start phase with automated slow start? (Choose
two.)
A. The service does NOT receive traffic for three successive increment intervals.
B. The server request rate parameters are set above 25 requests per second.
C. The actual request rate is slower than the new service request rate.
D. The percentage of traffic that the new service must receive is greater or equal to 50.
E. The request rate has been incremented 100 times.
Correct Answer: AC
Reference: https://docs.citrix.com/en-us/netscaler/12/load-balancing/load-balancing-advanced-settings/slow-startservice.html

QUESTION 13
A Citrix Architect needs to define the architect and operational processes required to implement and maintain the
production environment. In which phase of the Citrix Methodology will the architect define this?
A. Define
B. Deploy
C. Assess
D. Review
E. Manage
F. Design
Correct Answer: F
Reference: https://www.slideshare.net/davidmcg/designing-your-xenapp-75-environment
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