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Citrix 1Y0-402 online practice testing questions and answers (q1-q13)



QUESTION 1
Scenario: A Citrix Architect needs to design a new XenApp and XenDesktop environment. The design has a primary
zone and three satellite zones. Each satellite zone has a number of Virtual Delivery Agent (VDA) machines that belong
to a single Delivery Group spanning across all three satellite zones.
Click the Exhibit button for more details about the configuration.



How should the architect ensure that when users from Group SFO launch Microsoft PowerPoint, they are able to work
with the least amount of latency on documents in the “User data” folder?
A. Publish Microsoft PowerPoint to only run from Zone-SFO
B. Set the application home zone to Zone-MIA
C. Create a Citrix policy to define bandwidth limitations for sessions to Zone-SFO
D. Edit the zone properties to only allow Microsoft PowerPoint to launch in Zone-MIA
Correct Answer: D

QUESTION 2
Scenario: A Citrix Architect needs to assess a XenApp and XenDesktop environment. The XenApp and XenDesktop
the diagram in the Exhibit gives details about the current Site and Zone design.
Click the Exhibit button to view the diagram.



Which statement is correct if all the Delivery Controllers in the Primary Zone fail?
A. Connections to Virtual Delivery Agent (VDA) machines in Satellite Zone 1 and Satellite Zone 2 cannot be made.
B. Connections to Virtual Delivery Agent (VDA) machines in the Primary Zone, Satellite Zone 1, and Satellite Zone 2
cannot be made.
C. All the Virtual Delivery Agent (VDA) machines in the Primary Zone Satellite Zone 1 will attempt to register with the
Controller in Satellite Zone 2.
D. Connections to Virtual Delivery Agent (VDA) machines in Satellite Zone 1 cannot be made.
Correct Answer: C

QUESTION 3
Scenario: A Citrix Architect needs to design a new XenApp and XenDesktop environment.
The architect has determined the applications and characteristics listed in the Exhibit during the application
assessment.
Click the Exhibit button to view the list of applications and characteristics.



To which application category does Application1 belong, based on the information provided in the Exhibit?
A. Management Apps B. Common Apps
C. User Apps
D. Departmental Apps
Correct Answer: D


QUESTION 4
Scenario: A Citrix Architect needs to design a new XenApp and XenDesktop environment.
The architect has identified printing requirements for certain user groups and locations, as shown in the Exhibit.
Click the Exhibit button to view the requirements.



Currently, no printer settings or policies have been configured, and as such, the environment is using default settings.
Universal Print Server will NOT be used in this design.
Which two settings should the architect configure to allow the Executives group to achieve the desired print behavior
and to ensure their print jobs are optimally routed? (Choose two.)
A. Set Auto-create Client Printers policy to auto-create local printers only
B. Enable Auto-create PDF Universal Printer policy
C. Set Direct connections to print servers policy to Enabled
D. Set Direct connections to print servers policy to Disabled
E. Configure Session Printers policy
F. Configure Default Printers policy
G. Set Auto-create Client Printers policy to auto-create all client printers
Correct Answer: CE

QUESTION 5
Scenario: A Citrix Architect is designing an environment for a large company. The company has identified the following
user groups and requirements.
Product Managers – Typically, they work from inside the company network but are able to work from home. They need
to use a variety of standard productivity and
web-based SaaS applications.
Field Sales Engineers – They frequently work with mobile devices and tend to access the environment externally. They
need access to sales tools and the front-end of the customer database.
Web Developers – Internal and remote workers who use specialized hardware with a graphics card to handle resourceintensive applications.
Which FlexCast model should the architect assign to Web Developers?
A. VM Hosted Applications
B. Published Apps
C. Published Desktops
D. Hosted VDI
Correct Answer: B

QUESTION 6
Scenario: A Citrix Architect needs to design a new XenDesktop environment for a client who does NOT currently have a
Citrix environment. The project scope has NOT yet been determined, and the architect is about to start the Assess
phase of the project.
In which order should the architect complete the four tasks of a typical assessment when following the Citrix
methodology?
A. Define the organization, Define the user groups, Define the applications, Define the project team.
B. Define the user groups, Define the applications, Define the organization, Define the project team.
C. Define the project team, Define the organization, Define the user groups, Define the applications.
D. Define the organization, Define the project team, Define the user groups, Define the applications.
Correct Answer: D


QUESTION 7
Scenario: A Citrix Architect needs to design a multi-datacenter XenApp and XenDesktop environment that will use
Provisioning Services (PVS) to manage Virtual Delivery Agent (VDA) machine images. Each datacenter will have a
separate Provisioning Services farm. During the design discussions, the architect creates a diagram to depict the way
vDisk files will be replicated between PVS farms, based on the available storage for the vDisk Stores.
Click the Exhibit button to view the diagram.



Overall, the customer has identified the following objectives for the image replication process:
Minimize the administrative time required to replicate images between farms Must be usable by storage administrators
without PVS farm administrative permissions Can handle network interruptions without administrator intervention
Which method should the architect use to replicate the vDisk files between datacenters?
A. Scheduled robocopy commands
B. vDisk Replicator Tool
C. Microsoft DFS-R
D. Manual copy
E. SAN replication
Correct Answer: B

QUESTION 8
Scenario: A Citrix Architect is conducting a security assessment. During the assessment, the architect gathers the
following Hardware Layer requirements from the
customer:
Reduce the attack surface of the XenServer resource pools.
Prevent unauthorized access to NFS storage.
Encrypt Administrative connections to the XenServer resource pools.
Which three practices should the architect recommend so that the organization can meet its objectives? (Choose
three.)
A. Configure target and host authentication to limit who can mount the file system.
B. Remove the current management VLAN connection to the Internet.
C. Install certificates from a trusted certificate authority on hypervisor hosts.
D. Use XenServer Direct Inspect APIs to implement Hypervisor Introspection.
E. Configure LUN zoning and LUN masking.
Correct Answer: ACD

QUESTION 9
Scenario: A Citrix Architect must complete a XenApp and XenDesktop security assessment. After examining the
network topology for the hypervisor hosts supporting the Virtual Delivery Agent (VDA) machines, the architect finds that
some of the network connections are NOT following leading security practices.
Click the Exhibit button to view a high-level diagram that shows the connectivity between various components.



Which three of the labeled areas of the diagram represent connections which are NOT following Citrix leading security
practices? (Choose three.)
A. G
B. B
C. A
D. E
E. F
F. D
G. C
Correct Answer: DEF

QUESTION 10
Scenario: A Citrix Architect needs to design a new XenApp and XenDesktop environment.
The table in the Exhibit lists details about the requirements of the current user groups and their Virtual Delivery Agent
(VDA) machine workloads.
Click the Exhibit button to view the table.



The architect should scale the hardware used to host the VMs for User Group 1 to______GB of RAM. (Choose the
correct option to complete the sentence.)
A. 256
B. 128
C. 384
D. 196
E. 64
Correct Answer: C

QUESTION 11
Scenario: A Citrix Architect needs to create a conceptual architecture for a XenApp and XenDesktop environment, on
behalf of a retail chain. Based on some initial discussions around the organization\\’s business goals and objectives, the
architect has collected the information as shown in the Exhibit.
Click the Exhibit button to view the information.



Which delivery model should the architect recommend?
A. Multi-Site, single on-premises datacenter
B. Single-Site, single-zone, single on-premises datacenter
C. Single-Site in Citrix Cloud, single public cloud resource location
D. Multi-Site, multiple public cloud resource locations
E. Single-Site in Citrix Cloud, single on-premises resource location
Correct Answer: E


QUESTION 12
Scenario: A Citrix Architect is using LDAP as single-factor authentication. The architect is migrating the environment to
Citrix Cloud and wants to retain the same authentication procedure for XenApp and XenDesktop service in Citrix Cloud.
Which deployment strategy should the architect use for NetScaler and StoreFront to ensure that the solution reduces
management overhead without incurring additional costs?
A. Use Citrix Cloud NetScaler Gateway service and on-premises StoreFront.
B. Set up a new NetScaler VPX instance and StoreFront on-premises.
C. Use Citrix Cloud NetScaler Gateway service and Citrix Cloud Workspace.
D. Set up NetScaler with bring-your-own license (BYOL) and StoreFront in a public cloud.
Correct Answer: A

QUESTION 13
Scenario: A Citrix Architect needs to design a new XenApp and XenDesktop environment.
The architect has identified the User Layer requirements, as shown in the Exhibit.
Click the Exhibit button to view the requirements.



 Additionally, management at the organization has identified the following general Access Layer requirements:
A multi-factor authentication method is required for any connections to the XenApp and XenDesktop environment
originating from outside the corporate network.
External connections must be authenticated by a NetScaler Gateway virtual server located in a DMZ network.
Internal connection traffic should NOT leave the internal corporate network.
Which two authentication methods should the architect use for the Contractors group? (Choose two.)
A. RADIUS authentication
B. Smart Cards
C. SAML authentication
D. Domain pass-through
E. Federated Authentication Service
F. Username and password
Correct Answer: CE
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